Assessment Case: AU-1 Audit and Accountability Policy and Procedures


	assessment case 

	AU-1
	AUDIT AND ACCOUNTABILITY POLICY AND PROCEDURES

	

	ASSESSMENT – Base Control, Part 1 of 2

	Assessment Information from SP 800-53A

	AU-1.1

AU-1.1.1

AU-1.1.2


AU-1.1.3


AU-1.1.4
	assessment objective:
Determine if:

(i) the organization develops and documents audit and accountability policy and procedures;

(ii) the organization disseminates audit and accountability policy and procedures to appropriate elements within the organization; 

(iii) responsible parties within the organization periodically review audit and accountability policy and procedures; and

(iv) the organization updates audit and accountability policy and procedures when organizational review indicates updates are required.

potential assessment methods and objects:
Examine: [select from: Audit and accountability policy and procedures; other relevant documents or records]. (L) (M) (H)
Interview: [select from: Organizational personnel with audit and accountability responsibilities]. (H)

	Additional Assessment Case Information

	
	potential assessment sequencing:
precursor controls:  None
concurrent controls:  None
successor controls: Other controls in this family

	Action Step
	Applicability
	Potential Assessor Evidence Gathering Actions

	AU-1.1.1.1
	L M H
	Examine the audit and accountability policy and procedures; reviewing for documented policy and procedures.

	AU-1.1.2.1
	L M H
	Examine the audit and accountability policy and procedures and any other relevant documents (e.g., distribution list); reviewing for identification of the organization elements to which the policy and procedures are disseminated or otherwise made available.
Note to assessor: The expectation for this assessor action is that the organization has determined the appropriate elements with the approval of the authorizing official. An effective capability would not be possible if the policy and procedures were not disseminated to the appropriate elements.
Also see Notes to Assessor section below for additional information.

	AU-1.1.3.1
	L M H
	Examine the audit and accountability policy and procedures; reviewing for indication that the responsible parties within the organization periodically review the audit and accountability policy and procedures.
Note to assessor: The term “procedures” in the context of this assessor action are meant to facilitate the implementation of the policy and policy-compliant controls.  For example, an organization can develop a procedure describing content required in an incident response plan for any given system.  The incident response plan can be reviewed against the procedure requirements and if all required content is there, it can be assumed that associated incident response controls are satisfied in accordance with the policy and procedures. 

Also see Notes to Assessor section below.

	AU-1.1.4.1
	L M H
	Examine the audit and accountability policy and procedures; reviewing for indication that the audit and accountability policy and procedures are updated when organizational review indicates that such update is needed. 
Note to assessor: See Notes to Assessor section below.

	AU-1.1.4.2
	H
	Interview an agreed-upon representative sample of organizational personnel with audit and accountability policy and procedure responsibilities; conducting focused discussions to confirm that the audit and accountability policy and procedures are periodically reviewed, and they are updated when that review indicates a need. 

Note to assessor: See Notes to Assessor section below.

	
	NOTES TO ASSESSOR – AU-1.1

	AU-1.1.2.1
	The assessor should be knowledgeable of the specific purpose of the system, its use, the data types that are contained or collected on it and the applicable regulations prior to the initiation of this examination. 

The policies and procedures may be issued at an organizational level for all systems within the organization as a common control or uniquely developed and issued as supplemental or stand alone control procedures for specific systems.  

Organizational policies and procedures generally affect all systems uniformly and do not impose audit requirements that are not needed nor required for all systems.  Therefore, organizational policies and procedures may not be sufficient for all systems within the organization.  

The use of a common control procedure providing service by another party should be conveyed to a specific system through the use of an memorandum of understanding (MOU), interconnection service agreement (ISA) or service level agreement (SLA).

Supplemental procedures may be required for systems that are unique to the organization or that are subject to local, state or federal laws, Executive Orders, directives, policies, standards, and/or guidance that is unique to that system.  Examples of this include procedures to govern systems that contain personally identifiable information (OMB Directives, Health Insurance Portability and Accountability Act (HIPAA), Privacy Act) or procurement integrity information (Federal Acquisition Regulations and the derivatives thereof).

	AU-1.1.2.1
	In addition to the basic requirements, the following may be appropriate for (M, H) system categorizations.

The policies and procedures should be distributed to the appropriate individuals within the organization.  This would include individuals supporting common controls as well as those supporting the specific system.  

Some specific tasks could include:

· The identification of the organization’s processes for the distribution and dissemination of policies and procedures.

· The identification of the individuals by role, responsibility and assignment that are identified as being accountable for control support and data collection.

· Confirmation that the Control Policy and Procedure was disseminated to those individuals.

· The examination and review artifacts confirming dissemination. 

· As appropriate, the examination of any policies and procedures (in either electronic or printed form) that are held by the individuals to ensure that only current documents are used.  

Dissemination of policies and procedures may be accomplished through a variety of means and methods.  It is expected that all disseminations of policies and procedures be recorded, in some manner, as being accomplished.  

Specific user down load logs, training session attendance sheets or signed receipts are all methods that may be used to confirm dissemination.  Dissemination confirmation requirements may be reflected in numerous places within most organizations.  Those would include training policies, human resource (HR) policies or specific job roles and responsibility assignments.

All distributions should reflect the revision levels or specific identifiers of the documents.

	AU-1.1.3.1
	In addition to the basic requirements, the following may be appropriate for (M, H) system categorizations:

The periodic review of the control policies and procedure is required.  The assessor should consider the following activities to substantiate that the organization is conducting the review.

· Confirm that organizational roles and responsibilities for the performance of the review process are identified.

· Identify who, by name, is assigned with the responsibility to perform the reviews of the policies and procedures.  

· Ensure that review triggers (e.g.: specific events, scheduled or directed reviews) are identified within the policy and procedures. 

	AU-1.1.4.1
	In addition to the basic requirements, the following may be appropriate for (M, H) system categorizations.

As appropriate, use artifact information, (such as emails, analysis reports, previous revisions), that confirms that the review schedule was complied with or that a review was conducted on a regular basis.

· Identify who is assigned with this responsibility to perform the updates of the policies and procedures.  

· Confirm that updates are applied to the policy and procedures based upon outputs or findings generated during the review process.
· Confirm that configuration tracking of each revision, in each document’s revision notes, is applied.
· Confirm that the revisions are reviewed, approved and accepted by the responsible parties.
· Review evidence that policy and procedure reviews occur as needed, scheduled or as appropriate.  

Confirm that the updated documents are available for re-dissemination to all individuals that are accountable and responsible for compliance to this control.

	AU-1.1.4.2
	In addition to the basic requirements, the following may be appropriate for (M, H) system categorizations.

The focused interview may contain discussions of the following areas:
· Confirm that each individual has received, or knows where to find, the audit related policies and procedures that they must follow.  

· Confirm that each individual understands how to ensure that they are using the correct release of the policies and procedures.   

· Confirm that each individual understands their obligations and responsibilities under the policies and procedures
This may also reflect system specific or role based training requirements for the individuals being interviewed.

	

	ASSESSMENT – Base Control, Part 2 of 2

	Assessment Information from SP 800-53A

	AU-1.2

AU-1.2.1


AU-1.2.2



AU-1.2.3
	assessment objective:
Determine if:
(i) the audit and accountability policy addresses purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance;
(ii) the audit and accountability policy is consistent with the organization’s mission and functions and with applicable laws, directives, policies, regulations, standards, and guidance; and

(iii) the audit and accountability procedures address all areas identified in the audit and accountability policy and address achieving policy-compliant implementations of all associated audit and accountability controls.

potential assessment methods and objects:
Examine: [select from: Audit and accountability policy and procedures; other relevant documents or records]. (L) (M) (H)
Interview: [select from: Organizational personnel with audit and accountability responsibilities]. (H)

	Additional Assessment Case Information

	
	potential assessment sequencing:
precursor controls:  None
concurrent controls:  None
successor controls: Other controls in this family

	Action Step
	Applicability
	Potential Assessor Evidence Gathering Actions

	AU-1.2.1.1
	L M H
	Examine the audit and accountability policy and any other relevant documents; reviewing for purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.
Note to assessor: The control policy should address purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance. Information contained within the policy may substantiate the required coordination between organizational entities.  The policy may also facilitate system control implementation with non-organizational entities through the use of interconnection service agreement (ISA) or secondary agreements.  The control Policy should be system specific in terms of its purpose and scope.

	AU-1.2.2.1
	L
	Examine the audit and accountability policy and any other relevant documents; reviewing for indication of consistency with the organization's mission and functions and with applicable laws, directives, policies, regulations, standards, and guidance.

	AU-1.2.2.2
	M H
	Examine the audit and accountability policy and any other relevant documents; studying for consistency with the organization’s mission and functions and with applicable laws, directives, policies, regulations, standards, and guidance.

	AU-1.2.3.1
	L
	Examine the audit and accountability policy and procedures or other relevant documents; reviewing for indication that the audit and accountability procedures address all areas identified in the incident response policy and address achieving policy-compliant implementations of associated audit and accountability controls.

	AU-1.2.3.2
	M H
	Examine the audit and accountability policy and procedures or any other relevant documents; studying to verify that the audit and accountability procedures address all areas identified in the audit and accountability policy and address achieving policy-compliant implementations of associated audit and accountability controls.
Note to assessor: See Notes to Assessor section below.

	AU-1.2.3.3
	H
	Interview an agreed-upon representative sample of organizational personnel with audit and accountability responsibilities; conducting focused discussions to verify that the audit and accountability procedures are consistent with the audit and accountability policy. 

Note to assessor: See Notes to Assessor section below.


	
	NOTES TO ASSESSOR – AU-1.2

	AU-1.2.3.1
	In addition to the requirements identified, the following may be appropriate include the following in the process for (M, H) system categorizations.

The procedures should address all areas identified in the control policy and address achieving policy-compliant implementations of all associated security controls.
· Confirm that the policy statement is structured to reflect a concise mission statement and the laws and regulations that apply to the system/organization.  

Within this description, the functionality should be identified in sufficient detail to understand or deduce all lifecycle aspects of the system.  The Mission and Function(s) descriptions identified in the policy should be in sufficient detail to readily identify or deduce the applicable control families, controls and as appropriate, supplemental controls that should be applied to the specific system. The Policy should include statements of intent to comply with government regulations including the Federal Information Security Management Act (FISMA), Presidential directives and Executive orders, Office of Management and Budget (OMB) directives, Federal Information Processing Standards (FIPS), and Departmental policies, as well as state and local ordinances that affect the organization or systems that it operates.  This requires that an overview of the data managed or in the possession of the organization be identified within the organizations policy and procedures.  The policy’s consistency with the organization’s mission and the applicable laws and regulations requires a thorough understanding of each.  

	AU-1.2.3.2
	In addition to the requirements identified, the following may be appropriate include the following in the process for (H) system categorizations.

Interview the responsible individuals to confirm that each understands their individual audit and accountability roles and responsibilities. 

· Confirm that assignments to the specific personnel were issued and appropriate guidance, instruction and directions was provided, or made available to each.  

This may also reflect system specific or role based training requirements for the individuals being interviewed.
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